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Summary

This is one RFC of a pair that defines and di scusses the requirenents
for Internet host software. This RFC covers the conmunications
protocol layers: link layer, IP layer, and transport layer; its
conpani on RFC- 1123 covers the application and support protocols.
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1. | NTRODUCTI ON

This docunent is one of a pair that defines and di scusses the
requirements for host systeminpl enentations of the Internet protocol

suite. This RFC covers the comunication protocol |ayers: [|ink
| ayer, |IP layer, and transport layer. |Its conpani on RFC,
"Requirenments for Internet Hosts -- Application and Support™”

[INTRO 1], covers the application |layer protocols. This docunent
shoul d al so be read in conjunction with "Requirenents for |nternet
Gat eways" [I NTRO 2] .

These docunents are intended to provide gui dance for vendors,

i npl enentors, and users of |Internet communi cation software. They
represent the consensus of a |arge body of technical experience and
wi sdom contributed by the nmenbers of the Internet research and
vendor contmunities.

This RFC enunerates standard protocols that a host connected to the
Internet nust use, and it incorporates by reference the RFCs and

ot her docunents describing the current specifications for these
protocols. It corrects errors in the referenced docunents and adds
addi ti onal discussion and gui dance for an inpl enentor.

For each protocol, this docunent also contains an explicit set of
requi renments, recommendations, and options. The reader nust
understand that the list of requirenments in this docunent is
inconplete by itself; the conplete set of requirenments for an
Internet host is primarily defined in the standard protocol

speci fication docunents, with the corrections, anendnents, and
suppl ements contained in this RFC

A good-faith inplenentation of the protocols that was produced after
careful reading of the RFC s and with some interaction with the
Internet technical community, and that followed good comruni cations
sof tware engi neering practices, should differ fromthe requirenents
of this docunent in only mnor ways. Thus, in many cases, the
"requirenments" in this RFC are already stated or inplied in the
standard protocol docunents, so that their inclusion hereis, in a
sense, redundant. However, they were included because sonme past

i npl erent ati on has nade the wong choice, causing problens of

i nteroperability, performance, and/or robustness.

Thi s docunent includes discussion and expl anati on of many of the
requi rements and reconmendations. A sinple list of requirenents
woul d be dangerous, because:

o] Some required features are nore inportant than others, and sone
features are optional
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o] There may be valid reasons why particul ar vendor products that
are designed for restricted contexts m ght choose to use
di fferent specifications.

However, the specifications of this docunment nust be followed to neet
t he general goal of arbitrary host interoperation across the
diversity and conplexity of the Internet system Although nost
current inplenentations fail to neet these requirenents in various
ways, sone ninor and sone major, this specification is the ideal
towards which we need to nove

These requirenents are based on the current |evel of Internet

architecture. This docunent will be updated as required to provide
additional clarifications or to include additional information in
those areas in which specifications are still evolving.

This introductory section begins with a brief overview of the
Internet architecture as it relates to hosts, and then gives sone
general advice to host software vendors. Finally, there is sone
gui dance on reading the rest of the docunent and somne terninol ogy.

1.1 The Internet Architecture

General background and di scussion on the Internet architecture and
supporting protocol suite can be found in the DDN Protocol
Handbook [I NTRO 3]; for background see for exanple [INTRO 9],
[INTRO 10], and [INTRO 11]. Reference [INTRO 5] describes the
procedure for obtaining Internet protocol docunents, while
[INTRO 6] contains a list of the nunbers assigned within Internet
pr ot ocol s.

1.1.1 Internet Hosts

A host conputer, or sinply "host," is the ultimte consuner of
conmuni cation services. A host generally executes application
prograns on behal f of user(s), enploying network and/or

I nt ernet conmmuni cati on services in support of this function.
An Internet host corresponds to the concept of an "End- Systent
used in the OSI protocol suite [INTRO 13].

An I nternet comuni cation system consists of interconnected
packet networks supporting conmuni cation anong host conputers
using the Internet protocols. The networks are interconnected
usi ng packet-swi tching conputers called "gateways" or "IP
routers" by the Internet conmunity, and "Internedi ate Systens"
by the OSI world [INTRO 13]. The RFC "Requirenents for

I nternet Gateways" [INTRO 2] contains the officia
specifications for Internet gateways. That RFC together with
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the present docunment and its conpanion [INTRO 1] define the
rules for the current realization of the Internet architecture.

Internet hosts span a w de range of size, speed, and function.
They range in size fromsmall m croprocessors through

wor kstations to mai nfranes and superconputers. |In function
they range from singl e- purpose hosts (such as term nal servers)
to full-service hosts that support a variety of online network
services, typically including renote login, file transfer, and
el ectronic mail.

A host is generally said to be multihoned if it has nore than
one interface to the same or to different networks. See
Section 1.1.3 on "Term nol ogy".

1.1.2 Architectural Assunptions

The current Internet architecture is based on a set of
assunpti ons about the comruni cation system The assunptions
nmost relevant to hosts are as foll ows:

(a) The Internet is a network of networks.

Each host is directly connected to sone particul ar
network(s); its connection to the Internet is only
conceptual. Two hosts on the same network comruni cate

wi th each other using the sane set of protocols that they
woul d use to conmuni cate with hosts on di stant networks.

(b) CGateways don’t keep connection state information

To i nprove robustness of the communication system

gat eways are designed to be statel ess, forwarding each IP
dat agram i ndependently of other datagrans. As a result,
redundant paths can be exploited to provide robust service
in spite of failures of intervening gateways and networks.

Al'l state information required for end-to-end flow contro
and reliability is inplemented in the hosts, in the
transport layer or in application prograns. Al

connection control information is thus co-located with the
end points of the communication, so it will be lost only
if an end point fails.

(c) Routing conplexity should be in the gateways.

Routing is a conplex and difficult problem and ought to
be performed by the gateways, not the hosts. An inportant
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objective is to insulate host software from changes caused
by the inevitable evolution of the Internet routing
architecture.

(d) The Systemnust tolerate wi de network variation.

A basic objective of the Internet design is to tolerate a
wi de range of network characteristics -- e.g., bandw dth,
del ay, packet |oss, packet reordering, and maxi mum packet
size. Another objective is robustness against failure of
i ndi vi dual networks, gateways, and hosts, using whatever
bandwi dth is still available. Finally, the goal is full
"open systeminterconnection”: an Internet host nust be
able to interoperate robustly and effectively with any
other Internet host, across diverse Internet paths.

Someti mes host inplenentors have designed for |ess
anbitious goals. For exanple, the LAN environnent is
typically rmuch nore benign than the Internet as a whol e;
LANs have | ow packet |oss and delay and do not reorder
packets. Sonme vendors have fielded host inplenentations
that are adequate for a sinple LAN environment, but work
badly for general interoperation. The vendor justifies
such a product as being econonical within the restricted
LAN market. However, isolated LANs sel dom stay isol ated
for long; they are soon gatewayed to each other, to
organi zation-wi de internets, and eventually to the gl oba
Internet system |In the end, neither the custoner nor the
vendor is served by inconplete or substandard I nternet
host sof tware.

The requirenents spelled out in this docunent are designed
for a full-function Internet host, capable of full
i nteroperation over an arbitrary |Internet path.

1.1.3 Internet Protocol Suite

To conmuni cate using the Internet system a host nust inplenment
the layered set of protocols conprising the Internet protocol
suite. A host typically must inplenent at |east one protocol
fromeach | ayer.

The protocol layers used in the Internet architecture are as
follows [INTRG 4]:

o Application Layer
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The application layer is the top |ayer of the |Internet
protocol suite. The Internet suite does not further
subdi vide the application |ayer, although sone of the
Internet application |ayer protocols do contain sone

i nternal sub-layering. The application |ayer of the
Internet suite essentially conbines the functions of the
top two layers -- Presentation and Application -- of the
OSl reference nodel

We di stinguish two categories of application |ayer
protocols: user protocols that provide service directly
to users, and support protocols that provide conmon system
functions. Requirenents for user and support protocols
will be found in the conpanion RFC [I NTRO 1].

The nost conmon | nternet user protocols are:

o Telnet (renote |ogin)
o FTP (file transfer)
o SMIP (electronic mail delivery)

There are a nunber of other standardi zed user protocols
[ NTRO 4] and many private user protocols.

Support protocols, used for host name mappi ng, booting,
and managenent, include SNWP, BOOTP, RARP, and the Domai n
Nanme System (DNS) protocols.

o Transport Layer

The transport |ayer provides end-to-end conmunication
services for applications. There are two primary
transport |ayer protocols at present:

o Transm ssion Control Protocol (TCP)
0 User Datagram Protocol (UDP)

TCP is a reliable connection-oriented transport service
that provides end-to-end reliability, resequencing, and
flow control. UDP is a connectionless ("datagrant)
transport service.

Q her transport protocols have been devel oped by the
research community, and the set of official Internet
transport protocols may be expanded in the future.

Transport | ayer protocols are discussed in Chapter 4.
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o Internet Layer

Al'l Internet transport protocols use the Internet Protocol
(IP) to carry data from source host to destination host.
IP is a connectionless or datagram i nternetwork service,
provi ding no end-to-end delivery guarantees. Thus, IP
datagranms nay arrive at the destination host damaged,
duplicated, out of order, or not at all. The |ayers above
IP are responsible for reliable delivery service when it
is required. The IP protocol includes provision for
addressi ng, type-of-service specification, fragmentation
and reassenbly, and security information.

The datagram or connectionl ess nature of the I P protocol
is a fundamental and characteristic feature of the
Internet architecture. Internet IP was the nodel for the
OSl Connectionl ess Network Protocol [INTRO 12].

ICMP is a control protocol that is considered to be an
integral part of IP, although it is architecturally

| ayered upon IP, i.e., it uses IPto carry its data end-
to-end just as a transport protocol |ike TCP or UDP does.
| CMP provides error reporting, congestion reporting, and
first-hop gateway redirection

IGW is an Internet |ayer protocol used for establishing
dynam ¢ host groups for IP nulticasting.

The Internet |ayer protocols IP, ICVMP, and | GW are
di scussed in Chapter 3.

nk Layer

To conmunicate on its directly-connected network, a host
nmust i npl enent the conmunication protocol used to
interface to that network. W call this a link layer or
nedi a- access | ayer protocol.

There is a wide variety of link |layer protocols,
corresponding to the many different types of networks.
See Chapter 2.

1.1.4 Enbedded Gateway Code

Sone I nternet host software includes enbedded gateway
functionality, so that these hosts can forward packets as a
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gateway would, while still perform ng the application |ayer
functions of a host.

Such dual - purpose systens nust foll ow the Gateway Requirenents
RFC [INTRG 2] wth respect to their gateway functions, and
must follow the present docunment with respect to their host
functions. In all overlapping cases, the two specifications
shoul d be in agreenent.

There are varying opinions in the Internet community about
enbedded gateway functionality. The nmain argunents are as
foll ows:

o] Pro: in a local network environment where networking is
informal, or in isolated internets, it may be conveni ent
and econom cal to use existing host systems as gateways.

There is also an architectural argunent for enbedded
gateway functionality: multihoming is nmuch nore comon
than originally foreseen, and nultihomng forces a host to

make routing decisions as if it were a gateway. |If the
mul ti homed host contains an enbedded gateway, it wll
have full routing know edge and as a result will be able

to make nore optimal routing decisions.

o] Con: Gateway al gorithms and protocols are still changing,
and they will continue to change as the Internet system
grows larger. Attenpting to include a general gateway
function within the host IP layer will force host system
mai ntainers to track these (nore frequent) changes. Al so,
a |l arger pool of gateway inplenmentations will nake
coordi nating the changes nore difficult. Finally, the
complexity of a gateway |IP layer is sonmewhat greater than
that of a host, maeking the inplenentation and operation
tasks nore conpl ex.

In addition, the style of operation of sone hosts is not
appropriate for providing stable and robust gateway
servi ce.

There is considerable nerit in both of these viewpoints. One
concl usion can be drawn: an host adm ni strator nust have
consci ous control over whether or not a given host acts as a
gateway. See Section 3.1 for the detailed requirenents.
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1.2 Ceneral Considerations

There are two inportant |essons that vendors of Internet host
sof tware have | earned and which a new vendor shoul d consi der
seriously.

1.2.1 Continuing Internet Evolution

The enornmous growth of the Internet has reveal ed probl ens of
managenent and scaling in a |l arge datagram based packet

comuni cati on system These probl ens are being addressed, and
as a result there will be continuing evolution of the

speci fications described in this docunment. These changes w ||
be carefully planned and controlled, since there is extensive
participation in this planning by the vendors and by the
organi zati ons responsi bl e for operations of the networks.

Devel opnment, evolution, and revision are characteristic of
computer network protocols today, and this situation wll
persist for sone years. A vendor who devel ops conputer

conmuni cation software for the Internet protocol suite (or any
ot her protocol suite!) and then fails to maintain and update
that software for changing specifications is going to | eave a
trail of unhappy custonmers. The Internet is a |arge

conmuni cati on network, and the users are in constant contact
through it. Experience has shown that know edge of
deficiencies in vendor software propagates quickly through the
Internet technical comunity.

1.2.2 Robustness Principle

At every layer of the protocols, there is a general rule whose
application can | ead to enornmous benefits in robustness and
interoperability [IP:1]:

"Be liberal in what you accept, and
conservative in what you send"

Sof tware should be witten to deal with every conceivabl e
error, no matter how unlikely; sooner or later a packet wll
come in with that particul ar conbination of errors and

attri butes, and unless the software is prepared, chaos can

ensue. In general, it is best to assunme that the network is
filled with mal evolent entities that will send in packets
desi gned to have the worst possible effect. This assunption
will lead to suitable protective design, although the nost

serious problenms in the Internet have been caused by
unenvi saged nechani snms triggered by | ow probability events;
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mere hunman nalice woul d never have taken so devi ous a course!

Adaptability to change nust be designed into all |evels of
Internet host software. As a sinple exanple, consider a
protocol specification that contains an enuneration of val ues
for a particular header field -- e.g., a type field, a port
nunber, or an error code; this enuneration nust be assuned to
be inconplete. Thus, if a protocol specification defines four
possi bl e error codes, the software nust not break when a fifth
code shows up. An undefined code might be | ogged (see bel ow),
but it nust not cause a failure.

The second part of the principle is alnopst as inportant:
software on other hosts may contain deficiencies that nake it
unwi se to exploit |legal but obscure protocol features. It is
unwi se to stray far fromthe obvious and sinple, |est untoward
effects result elsewhere. A corollary of this is "watch out
for m sbehavi ng hosts"; host software should be prepared, not
just to survive other msbehaving hosts, but also to cooperate
to linmt the amount of disruption such hosts can cause to the
shared comuni cation facility.

1.2.3 Error Logging

The Internet includes a great variety of host and gateway
systens, each inplenmenting many protocols and protocol |ayers,
and sonme of these contain bugs and mis-features in their
Internet protocol software. As a result of conplexity,
diversity, and distribution of function, the diagnosis of
Internet problens is often very difficult.

Probl em di agnosis will be aided if host inplenentations include
a carefully designed facility for |ogging erroneous or
"strange" protocol events. It is inportant to include as nuch
di agnostic informati on as possi ble when an error is logged. In

particular, it is often useful to record the header(s) of a
packet that caused an error. However, care nust be taken to
ensure that error |ogging does not consune prohibitive amounts
of resources or otherwise interfere with the operation of the
host .

There is a tendency for abnorrmal but harm ess protocol events
to overflow error logging files; this can be avoided by using a
"circular" log, or by enabling | ogging only while diagnosing a
known failure. It may be useful to filter and count duplicate
successi ve nessages. One strategy that seenms to work well is:
(1) always count abnormalities and make such counts accessible
t hrough the managenent protocol (see [INTRO 1]); and (2) allow
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the logging of a great variety of events to be selectively
enabl ed. For exanple, it mght useful to be able to "log
everything"” or to "log everything for host X'.

Note that different managenents nay have differing policies
about the ampbunt of error |ogging that they want normally
enabled in a host. Sone will say, "if it doesn’t hurt ne, |
don't want to know about it", while others will want to take a
nmore wat chful and aggressive attitude about detecting and
renmovi ng protocol abnormalities.

1.2.4 Configuration

It would be ideal if a host inplenentation of the Internet
protocol suite could be entirely self-configuring. This would
all ow the whole suite to be inplenented in ROM or cast into
silicon, it would sinplify diskless workstations, and it would
be an i mMmense boon to harried LAN administrators as well as
system vendors. W have not reached this ideal; in fact, we
are not even cl ose.

At many points in this docunent, you will find a requirenent
that a paraneter be a configurable option. There are severa
di fferent reasons behind such requirenents. In a few cases,
there is current uncertainty or disagreenment about the best
value, and it nmay be necessary to update the recomended val ue
in the future. |In other cases, the value really depends on
external factors -- e.g., the size of the host and the
distribution of its conmunication |oad, or the speeds and

t opol ogy of nearby networks -- and self-tuning algorithns are
unavail abl e and may be insufficient. |In sonme cases,
configurability is needed because of adm nistrative
requirenments.

Finally, sonme configuration options are required to comunicate
with obsolete or incorrect inplenentations of the protocols,

di stributed without sources, that unfortunately persist in many
parts of the Internet. To nmake correct systenms coexist with
these faulty systens, adninistrators often have to "nis-
configure" the correct systenms. This problemw Il correct
itself gradually as the faulty systens are retired, but it
cannot be ignored by vendors.

When we say that a paraneter nmust be configurable, we do not
intend to require that its value be explicitly read froma
configuration file at every boot tinme. W recomend that

i npl emrentors set up a default for each paranmeter, so a
configuration file is only necessary to override those defaults
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that are inappropriate in a particular installation. Thus, the
configurability requirement is an assurance that it wll be
POSSI BLE to override the default when necessary, even in a

bi nary-only or ROW based product.

This docunent requires a particular value for such defaults in
sone cases. The choice of default is a sensitive issue when
the configuration itemcontrols the accommpdati on to existing
faulty systens. |If the Internet is to converge successfully to
conplete interoperability, the default values built into

i npl erentations nust inplenment the official protocol, not

"m s-configurations" to accommbpdate faulty inplenentations.

Al t hough marketing considerations have | ed sone vendors to
choose m s-configuration defaults, we urge vendors to choose
defaults that will conformto the standard.

Finally, we note that a vendor needs to provi de adequate
docunentation on all configuration paraneters, their linmts and
ef fects.

1.3 Reading this Docunent

1.3.1 Oganization

Protocol |ayering, which is generally used as an organi zi ng
principle in inplementing network software, has al so been used
to organize this docunment. In describing the rules, we assune
that an inplenentation does strictly mrror the |ayering of the
protocols. Thus, the follow ng three major sections specify
the requirements for the link layer, the internet |ayer, and
the transport |ayer, respectively. A conmpanion RFC [INTRO 1]
covers application |evel software. This layerist organization
was chosen for sinplicity and clarity.

However, strict layering is an inperfect nodel, both for the
protocol suite and for recommended i npl enentation approaches.
Protocols in different layers interact in conplex and sonetines
subtl e ways, and particular functions often involve nultiple

| ayers. There are many design choices in an inplenmentation,
many of which involve creative "breaking" of strict |ayering.
Every inmplenentor is urged to read references [INTRO 7] and

[ I NTRG 8] .

Thi s docunent describes the conceptual service interface
between | ayers using a functional ("procedure call") notation
like that used in the TCP specification [TCP:1]. A host
i npl ement ati on nmust support the logical information flow
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inplied by these calls, but need not literally inplenment the
calls thenselves. For exanple, many inplenentations reflect
the coupling between the transport |ayer and the IP | ayer by

gi ving them shared access to conmon data structures. These
data structures, rather than explicit procedure calls, are then
the agency for passing nmuch of the information that is
required.

In general, each major section of this docunent is organized
into the followi ng subsections:

(1) Introduction

(2) Protocol Wal k-Through -- considers the protoco
speci fication docunents section-by-section, correcting
errors, stating requirenments that may be anbi guous or
ill-defined, and providing further clarification or
expl anati on.

(3) Specific Issues -- discusses protocol design and
i mpl ementation i ssues that were not included in the wal k-
t hr ough.

(4) Interfaces -- discusses the service interface to the next
hi gher | ayer.

(5) Summary -- contains a summary of the requirenments of the
secti on.

Under many of the individual topics in this docunment, there is
parent hetical material |abeled "D SCUSSI ON' or

"I MPLEMENTATI ON'. This material is intended to give
clarification and explanation of the preceding requirenents
text. It also includes sone suggestions on possible future
directions or devel opnents. The inplenmentation materi al
cont ai ns suggested approaches that an inplenentor nay want to
consi der.

The summary sections are intended to be guides and i ndexes to
the text, but are necessarily cryptic and inconplete. The
sunmari es shoul d never be used or referenced separately from
the conpl ete RFC

1.3.2 Requirenents

In this docunent, the words that are used to define the
significance of each particular requirenent are capitalized.
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These words are:
* " MJUST"

This word or the adjective "REQU RED' neans that the item
is an absolute requirenent of the specification.

* " SHOULD'

This word or the adjective "RECOUWENDED' neans that there
may exist valid reasons in particular circunstances to
ignore this item but the full inplications should be
understood and the case carefully wei ghed before choosing
a different course.

* " VAY"

This word or the adjective "OPTIONAL" neans that this item
is truly optional. One vendor may choose to include the
item because a particul ar marketplace requires it or
because it enhances the product, for exanple; another
vendor nmay onmit the sane item

An inmplenmentation is not conpliant if it fails to satisfy one
or nore of the MJUST requirenents for the protocols it

i mpl enents.  An inplenmentation that satisfies all the MJST and
all the SHOULD requirenents for its protocols is said to be
"unconditionally conpliant”; one that satisfies all the MJST
requirenents but not all the SHOULD requirenents for its
protocols is said to be "conditionally compliant”.

1.3.3 Term nol ogy

Thi s docunent uses the follow ng technical terns:

Segnent
A segnent is the unit of end-to-end transnission in the
TCP protocol. A segnent consists of a TCP header foll owed

by application data. A segnent is transnitted by
encapsul ation inside an | P datagram

Message
In this description of the |lower-1layer protocols, a
nmessage is the unit of transmission in a transport |ayer
protocol. In particular, a TCP segnent is a nessage. A
nessage consists of a transport protocol header foll owed
by application protocol data. To be transnitted end-to-
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end through the Internet, a nessage nmust be encapsul ated
i nsi de a dat agram

| P Dat agr am
An | P datagramis the unit of end-to-end transmi ssion in
the I P protocol. An IP datagram consists of an | P header
foll owed by transport |ayer data, i.e., of an |IP header
foll owed by a nmessage.

In the description of the internet |ayer (Section 3), the
unqual i fied term "datagram' shoul d be understood to refer
to an | P datagram

Packet
A packet is the unit of data passed across the interface
between the internet |layer and the link layer. It

i ncludes an | P header and data. A packet nay be a
complete | P datagram or a fragnent of an |P datagram

Fr ame
Aframe is the unit of transmission in a link |ayer

protocol, and consists of a |link-layer header followed by
a packet.

Connect ed Net work
A network to which a host is interfaced is often known as
the "l ocal network" or the "subnetwork"” relative to that
host. However, these terns can cause confusion, and
therefore we use the term "connected network” in this
docunent .

Mul ti homed
A host is said to be nultihomed if it has multiple IP

addresses. For a discussion of multihom ng, see Section
3.3.4 bel ow.

Physi cal network interface
This is a physical interface to a connected network and
has a (possibly unique) link-layer address. Miltiple
physi cal network interfaces on a single host may share the
same |ink-layer address, but the address nust be unique
for different hosts on the sane physical network.

Logi cal [network] interface
We define a logical [network] interface to be a | ogical
pat h, distinguished by a unique |IP address, to a connected
network. See Section 3.3.4.
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Speci fic-destinati on address
This is the effective destination address of a datagram
even if it is broadcast or nulticast; see Section 3.2.1.3.

Pat h
At a given nonent, all the |IP datagrans froma particul ar
source host to a particular destination host will
typically traverse the same sequence of gateways. W use
the term"path" for this sequence. Note that a path is
uni-directional; it is not unusual to have different paths
in the two directions between a given host pair.

MrU

The maxi mum transm ssion unit, i.e., the size of the
| argest packet that can be transmitted.

The terns frane, packet, datagram mnessage, and segnent are
illustrated by the followi ng schematic diagrans:

A. Transm ssion on connected networKk:

| LL hdr | IP hdr | (dat a) |

B. Before IP fragnentation or after |IP reassenbly:

| I'P hdr | transport| Application Data
I I hdr ___| I

or, for TCP

| P hdr | TCP hdr | Application Data |
I
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2. LI NK LAYER
2.1 | NTRODUCTI ON

Al Internet systenms, both hosts and gat eways, have the same
requirements for link layer protocols. These requirenments are
given in Chapter 3 of "Requirenents for Internet Gateways"
[INTRO 2], augnented with the material in this section.

2.2 PROTOCOL WALK- THROUGH
None.
2.3 SPEC FI C | SSUES
2.3.1 Trailer Protocol Negotiation

The trailer protocol [LINK 1] for link-Ilayer encapsul ati on MAY
be used, but only when it has been verified that both systens
(host or gateway) involved in the link-layer comunication

i mplenent trailers. |f the system does not dynamically
negotiate use of the trailer protocol on a per-destination
basis, the default configuration MJST disable the protocol.

DI SCUSSI ON
The trailer protocol is a link-Iayer encapsul ati on
techni que that rearranges the data contents of packets
sent on the physical network. |In sonme cases, trailers
i mprove the throughput of higher |ayer protocols by
reduci ng the anount of data copying within the operating
system Hi gher layer protocols are unaware of trailer
use, but both the sending and receiving host MJST
understand the protocol if it is used.

| nproper use of trailers can result in very confusing
synptons. Only packets with specific size attributes are
encapsul ated using trailers, and typically only a snal
fraction of the packets bei ng exchanged have these
attributes. Thus, if a systemusing trailers exchanges
packets with a systemthat does not, sonme packets

di sappear into a black hole while others are delivered
successful ly.

| MPLEMENTATI ON:
On an Ethernet, packets encapsulated with trailers use a
di stinct Ethernet type [LINK 1], and trailer negotiation
is performed at the tinme that ARP is used to discover the
i nk-1ayer address of a destination system
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Specifically, the ARP exchange is conpleted in the usua
manner using the normal | P protocol type, but a host that
wants to speak trailers will send an additional "trailer
ARP reply" packet, i.e., an ARP reply that specifies the
trailer encapsul ati on protocol type but otherw se has the
format of a normal ARP reply. |If a host configured to use
trailers receives a trailer ARP reply nessage froma
renote machine, it can add that machine to the list of
machi nes that understand trailers, e.g., by marking the
corresponding entry in the ARP cache.

Hosts wi shing to receive trailer encapsul ations send
trailer ARP replies whenever they conpl ete exchanges of
normal ARP nessages for |IP. Thus, a host that received an
ARP request for its IP protocol address would send a
trailer ARP reply in addition to the normal I P ARP reply;
a host that sent the IP ARP request would send a trailer
ARP reply when it received the corresponding IP ARP reply.
In this way, either the requesting or responding host in
an | P ARP exchange may request that it receive trailer
encapsul ati ons.

This schene, using extra trailer ARP reply packets rather
than sending an ARP request for the trailer protocol type,
was designed to avoid a continuous exchange of ARP packets
with a nisbehaving host that, contrary to any

speci fication or conmon sense, responded to an ARP reply
for trailers with another ARP reply for IP. This problem
is avoided by sending a trailer ARP reply in response to
an IP ARP reply only when the IP ARP reply answers an

out st andi ng request; this is true when the hardware
address for the host is still unkno