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Abstract
The Dat agram Congesti on Control Protocol (DCCP) is a transport
protocol that provides bidirectional unicast connections of
congestion-controlled unreliable datagranms. DCCP is suitable for
applications that transfer fairly large anobunts of data and that can
benefit fromcontrol over the tradeoff between tineliness and
reliability.
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1.

| nt roducti on

The Dat agram Congesti on Control Protocol (DCCP) is a transport
protocol that inplenents bidirectional, unicast connections of
congestion-controlled, unreliable datagranms. Specifically, DCCP
provi des the foll ow ng:

o Unreliable flows of datagrans.
0 Reliable handshakes for connection setup and teardown.

0 Reliable negotiation of options, including negotiation of a
sui tabl e congestion control nechani sm

o Mechanisns allow ng servers to avoid holding state for
unacknow edged connection attenpts and al ready-fini shed
connecti ons.

o0 Congestion control incorporating Explicit Congestion Notification
(ECN) [ RFC3168] and the ECN Nonce [ RFC3540].

0 Acknow edgenent mechani sns comuni cati ng packet |oss and ECN
information. Acks are transnmitted as reliably as the rel evant
congestion control mechani smrequires, possibly conpletely
reliably.

o Optional nmechanisnms that tell the sending application, with high
reliability, which data packets reached the receiver, and whet her
t hose packets were ECN marked, corrupted, or dropped in the
recei ve buffer.

o Path Maxi mum Transm ssion Unit (PMIU) discovery [RFC1191].

0 A choice of nodul ar congestion control mechanisns. Two mechani sns
are currently specified: TCP-1ike Congestion Control [RFC4341] and
TCP-Friendly Rate Control (TFRC) [RFC4342]. DCCP is easily
extensible to further forns of unicast congestion control.

DCCP is intended for applications such as streaning nmedia that can
benefit fromcontrol over the tradeoffs between delay and reliable
in-order delivery. TCP is not well suited for these applications,
since reliable in-order delivery and congestion control can cause
arbitrarily long delays. UDP avoids |ong delays, but UDP
applications that inplenment congestion control nmust do so on their
own. DCCP provides built-in congestion control, including ECN
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support, for unreliable datagramflows, avoiding the arbitrary del ays
associated with TCP. It also inplenents reliable connection setup
teardown, and feature negoti ation

2. Design Rationale

One DCCP design goal was to give nobst stream ng UDP applications
little reason not to switch to DCCP, once it is deployed. To
facilitate this, DCCP was designed to have as little overhead as
possible, both in terns of the packet header size and in ternms of the
state and CPU overhead required at end hosts. Only the mninal
necessary functionality was included in DCCP, |eaving other
functionality, such as forward error correction (FEC), semi -
reliability, and multiple streans, to be layered on top of DCCP as
desi red.

Different forns of conformant congestion control are appropriate for
different applications. For exanple, on-line ganes night want to
make qui ck use of any avail abl e bandwi dth, while streamni ng nedia

m ght trade off this responsiveness for a steadier, |less bursty rate.
(Sudden rate changes can cause unacceptable U glitches such as
audi bl e pauses or clicks in the playout stream) DCCP thus allows
applications to choose froma set of congestion control nechani sns.
One alternative, TCP-like Congestion Control, halves the congestion
wi hdow i n response to a packet drop or mark, as in TCP. Applications
usi ng this congestion control mechanismw |l respond quickly to
changes in avail abl e bandw dth, but rnust tol erate the abrupt changes
in congestion wi ndow typi cal of TCP. A second alternative, TCP-
Friendly Rate Control (TFRC) [ RFC3448], a form of equation-based
congestion control, mnimzes abrupt changes in the sending rate
while maintaining longer-termfairness with TCP. OQher alternatives
can be added as future congestion control nechanisns are

st andar di zed.

DCCP also lets unreliable traffic safely use ECN. A UDP ker nel
Application Programm ng Interface (API) might not allow applications
to set UDP packets as ECN capabl e, since the APl coul d not guarantee
that the application would properly detect or respond to congestion.
DCCP kernel APIs will have no such issues, since DCCP inplenents
congestion control itself.

We chose not to require the use of the Congestion Manager [RFC3124],
which allows nmultiple concurrent streans between the sane sender and
receiver to share congestion control. The current Congestion Manager
can only be used by applications that have their own end-to-end

f eedback about packet | osses, but this is not the case for many of
the applications currently using UDP. 1In addition, the current
Congesti on Manager does not easily support mnultiple congestion

Kohl er, et al. St andar ds Track [ Page 6]



RFC 4340 Dat agr am Congesti on Control Protocol (DCCP) March 2006

control mechanisns or nechani sms where the state about past packet
drops or marks is naintained at the receiver rather than the sender.
DCCP shoul d be able to nake use of CM where desired by the
application, but we do not see any benefit in making the depl oynment
of DCCP contingent on the deploynment of CMitself.

We intend for DCCP's protocol nechanisnms, which are described in this
docunent, to suit any application desiring unicast congestion-
control |l ed streans of unreliable datagranms. However, the congestion
control mechanisns currently approved for use with DCCP, which are
described in separate Congestion Control ID Profiles [RFC4341,
RFC4342], may cause probl ens for some applications, including high-
bandwi dth interactive video. These applications should be able to
use DCCP once suitable Congestion Control ID Profiles are

st andar di zed.

3. Conventions and Terni nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3.1. Nunbers and Fi el ds

Al multi-byte nunerical quantities in DCCP, such as port nunbers,
Sequence Nunbers, and argunments to options, are transnmitted in
network byte order (nost significant byte first).

We occasionally refer to the "left"” and "right" sides of a bit field.
"Left" nmeans towards the nost significant bit, and "right" means
towards the | east significant bit.

Random nunbers in DCCP are used for their security properties and
SHOULD be chosen according to the guidelines in [ RFC4086] .

Al'l operations on DCCP sequence nunbers use circular arithnetic
nmodul o 2748, as do conparisons such as "greater" and "greatest".
This formof arithnetic preserves the relationshi ps between sequence

nunbers as they roll over from2748 - 1 to 0. |Inplenentation
strategi es for DCCP sequence nunbers will resenble those for other
circular arithnetic spaces, including TCP' s sequence nunbers [ RFC793]
and DNS' s serial nunmbers [RFC1982]. It may nake sense to store DCCP

sequence nunbers in the nost significant 48 bits of 64-bit integers
and set the least significant 16 bits to zero, since this supports a
conmon techni que that inplenments circular conparison A < B by testing
whether (A - B) < 0 using conventional two' s-conplenment arithnetic.
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Reserved bitfields in DCCP packet headers MJUST be set to zero by
senders and MJST be ignored by receivers, unless otherw se specified.
This allows for future protocol extensions. |In particular, DCCP
processors MJST NOT reset a DCCP connection sinply because a Reserved
field has non-zero val ue [ RFC3360].

3.2. Parts of a Connection

Each DCCP connection runs between two hosts, which we often nane DCCP
A and DCCP B. Each connection is actively initiated by one of the
hosts, which we call the client; the other, initially passive host is
called the server. The term "DCCP endpoint"” is used to refer to
either of the two hosts explicitly naned by the connection (the
client and the server). The term "DCCP processor" refers nore
generally to any host that might need to process a DCCP header; this

i ncl udes the endpoints and any m ddl eboxes on the path, such as
firewal | s and network address transl ators.

DCCP connections are bidirectional: data may pass from either
endpoint to the other. This neans that data and acknow edgenents may
flowin both directions sinultaneously. Logically, however, a DCCP
connection consists of two separate unidirectional connections,

call ed hal f-connections. Each half-connection consists of the
application data sent by one endpoint and the correspondi ng

acknow edgenents sent by the other endpoint. W can illustrate this
as foll ows:

Foememo - + A-to-B hal f-connection: Foememo - +
| | --> application data --> | |
| | <-- acknow edgenents <-- | |
| DCCP A | | DCCP B |
| | B-to-A half-connecti on: | |
| | <-- application data <-- | |
AEEEE T + --> acknow edgenents --> AEEEE T +

Al though they are logically distinct, in practice the half-
connections overl ap; a DCCP-DataAck packet, for exanple, contains
application data relevant to one hal f-connecti on and acknow edgenent
i nformation rel evant to the other.

In the context of a single half-connection, the ternms "HC Sender" and
"HC- Recei ver" denote the endpoints sending application data and
acknowl edgenents, respectively. For exanple, DCCP A is the

HC- Sender and DCCP B is the HC-Receiver in the A-to-B

hal f - connecti on
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3. 3. Feat ur es

A DCCP feature is a connection attri bute on whose value the two
endpoi nts agree. Many properties of a DCCP connection are controlled
by features, including the congestion control nechanisms in use on
the two hal f-connections. The endpoints achi eve agreenment through

t he exchange of feature negotiation options in DCCP headers.

DCCP features are identified by a feature nunber and an endpoint.

The notation "F/ X' represents the feature with feature nunber F

| ocated at DCCP endpoint X. Each valid feature nunber thus
corresponds to two features, which are negotiated separately and need
not have the same value. The two endpoints know, and agree on, the
val ue of every valid feature. DCCP Ais the "feature | ocation" for
all features F/A and the "feature renote" for all features F/ B.

3.4. Round-Trip Tines

DCCP round-trip time neasurenents are perfornmed by congestion contro
mechani sns; different nechani sms may neasure round-trip time in
different ways, or not neasure it at all. However, the main DCCP
protocol does use round-trip tinmes occasionally, such as in the
initial values for certain tinmers. Each DCCP inplenentation thus
defines a default round-trip tine for use when no estimte is

avail able. This paranmeter should default to not |less than 0.2
seconds, a reasonably conservative round-trip tine for Internet TCP
connections. Protocol behavior specified in terns of "round-trip
time" values actually refers to "a current round-trip tine estimate
taken by sone CCID, or, if no estimate is available, the default
round-trip time paraneter"”.

The maxi mum segnent lifetinme, or MSL, is the maximumlength of tine a
packet can survive in the network. The DCCP MSL shoul d equal that of
TCP, which is normally two minutes.

3.5. Security Limtation

DCCP provides no protection against attackers who can snoop on a
connection in progress, or who can guess valid sequence nunbers in

ot her ways. Applications desiring stronger security should use |Psec
[ RFC2401] ; depending on the level of security required, application-

| evel cryptography may al so suffice. These issues are discussed
further in Sections 7.5.5 and 18.
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3.6. Robustness Principle

DCCP inplementations will follow TCP's "general principle of
robustness": "be conservative in what you do, be liberal in what you
accept from others" [RFC793].

4. Overview

DCCP’ s hi gh-level connection dynam cs echo those of TCP. Connections
progress through three phases: initiation, including a three-way
handshake; data transfer; and term nation. Data can flow both ways
over the connection. An acknow edgenent franmework |ets senders

di scover how nuch data has been | ost and thus avoid unfairly
congesting the network. O course, DCCP provides unreliable datagram
semantics, not TCP's reliable bytestream semantics. The application
nmust package its data into explicit frames and nust retransmt its
own data as necessary. It may be useful to think of DCCP as TCP

m nus bytestream semantics and reliability, or as UDP plus congestion
control, handshakes, and acknow edgenents.

4.1. Packet Types

Ten packet types inplenent DCCP's protocol functions. For exanple,
every new connection attenpt begins with a DCCP- Request packet sent
by the client. In this way a DCCP- Request packet resenbles a TCP
SYN, but since DCCP-Request is a packet type there is no way to send
an unexpected flag conbi nation, such as TCP' s SYN+FI N+ACK+RST.

Ei ght packet types occur during the progress of a typical connection,
shown here. Note the three-way handshakes during initiation and
terni nation.

(1) Initiation
DCCP- Request -->
<-- DCCP- Response
DCCP- Ack -->
(2) Data transfer
DCCP- Dat a, DCCP- Ack, DCCP- Dat aAck -->
<-- DCCP-Data, DCCP-Ack, DCCP-DataAck
(3) Termnation
<-- DCCP-d oseReq
DCCP- Ol ose -->
<-- DCCP- Reset

The two renmi ni ng packet types are used to resynchronize after bursts
of | oss.
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Every DCCP packet starts with a fixed-size generic header.
Particul ar packet types include additional fixed-size header data;
for exanple, DCCP-Acks include an Acknow edgenent Nunber. DCCP
options and any application data foll ow the fixed-size header.

The packet types are as follows:

DCCP- Request
Sent by the client to initiate a connection (the first part of the
three-way initiation handshake).

DCCP- Response
Sent by the server in response to a DCCP- Request (the second part
of the three-way initiation handshake).

DCCP- Dat a
Used to transnit application data.

DCCP- Ack
Used to transmt pure acknow edgenents.

DCCP- Dat aAck
Used to transnit application data with piggybacked acknow edgenent
i nformati on.

DCCP- O oseReq
Sent by the server to request that the client close the
connecti on.

DCCP- d ose
Used by the client or the server to close the connection; elicits
a DCCP- Reset in response.

DCCP- Reset
Used to term nate the connection, either normally or abnormally.

DCCP- Sync, DCCP- SyncAck
Used to resynchroni ze sequence nunbers after |arge bursts of |oss.

4.2. Packet Sequencing
Each DCCP packet carries a sequence nunber so that |osses can be
detected and reported. Unlike TCP sequence nunbers, which are byte-

based, DCCP sequence nunbers increnent by one per packet. For
exanpl e:
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DCCP- Dat a(segno 1) -->
DCCP- Dat a(segno 2) -->
<-- DCCP-Ack(segno 10, ackno 2)
DCCP- Dat aAck(segno 3, ackno 10) -->
<-- DCCP-Dat a(seqno 11)

Every DCCP packet increnents the sequence nunber, whether or not it
contains application data. DCCP-Ack pure acknow edgenents i ncrenent
t he sequence nunber; for instance, DCCP B' s second packet above uses
sequence nunber 11, since sequence nunber 10 was used for an

acknowl edgenment. This lets endpoints detect all packet |oss,

i ncl udi ng acknow edgenent loss. It also nmeans that endpoints can get
out of sync after long bursts of [oss. The DCCP-Sync and DCCP-
SyncAck packet types are used to recover (Section 7.5).

Si nce DCCP provides unreliable semantics, there are no

retransm ssions, and having a TCP-style cunul ati ve acknow edgenent
field doesn’t nmake sense. DCCP' s Acknow edgenent Nunber field equals
t he greatest sequence nunber received, rather than the small est
sequence nunber not received. Separate options indicate any

i nt ermedi at e sequence nunbers that weren’'t received.

4.3. States
DCCP endpoi nts progress through different states during the course of
a connection, corresponding roughly to the three phases of

initiation, data transfer, and termination. The figure bel ow shows
the typical progress through these states for a client and server.
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dient Server

(0) No connection

CLGSED LI STEN
(1) Initiation
REQUEST DCCP- Request -->
<-- DCCP- Response RESPOND
PARTOPEN DCCP- Ack or DCCP- Dat aAck -->
(2) Data transfer
OPEN <-- DCCP-Data, Ack, DataAck --> OPEN
(3) Termination
<-- DCCP-d oseReq CLOSEREQ
CLCSI NG DCCP-Cl ose -->
<-- DCCP- Reset CLOSED
TI MEVAI T
CLOSED

The nine possible states are as follows. They are listed in
increasing order, so that "state >= CLOSEREQ' neans the sane as
"state = CLOSEREQ or state = CLOSING or state = TIMEWAIT". Section 8
describes the states in nore detail.

CLCSED
Represents nonexi stent connecti ons.

LI STEN
Represents server sockets in the passive listening state. LI STEN
and CLOSED are not associated with any particul ar DCCP connecti on.

REQUEST
A client socket enters this state, from CLOSED, after sending a
DCCP- Request packet to try to initiate a connection.

RESPOND
A server socket enters this state, fromLISTEN, after receiving a
DCCP- Request froma client.

PARTOPEN
A client socket enters this state, from REQUEST, after receiving a
DCCP- Response fromthe server. This state represents the third
phase of the three-way handshake. The client may send application
data in this state, but it MJST include an Acknow edgenent Nunber
on all of its packets.
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OPEN
The central data transfer portion of a DCCP connection. dient
and server sockets enter this state from PARTOPEN and RESPOND,
respectively. Sonetines we speak of SERVER- OPEN and CLI ENT- OPEN
states, corresponding to the server’s OPEN state and the client’s
OPEN st at e.

CLOSEREQ
A server socket enters this state, from SERVER-OPEN, to order the
client to close the connection and to hold TI MEWAI T st ate.

CLCOSI NG
Server and client sockets can both enter this state to close the
connecti on.

TI MEWAI T
A server or client socket remmins in this state for 2MsL (4
m nutes) after the connection has been torn down, to prevent
m st akes due to the delivery of old packets. Only one of the
endpoints has to enter TIMEWAIT state (the other can enter CLOSED
state immedi ately), and a server can request its client to hold
TIMEWAI T state using the DCCP-C oseReq packet type.

4.4. Congestion Control Mechani sns

DCCP connections are congestion controlled, but unlike in TCP, DCCP
appl i cati ons have a choi ce of congestion control nmechanism |In fact,
the two hal f-connections can be governed by different mechani sns.
Mechani sns are denoted by one-byte congestion control identifiers, or
CCl Ds. The endpoints negotiate their CCl Ds during connection
initiation. Each CCID describes how the HC- Sender linmts data packet
rates, how the HC-Recei ver sends congestion feedback via

acknow edgenents, and so forth. CCIDs 2 and 3 are currently defined;
CCDs 0, 1, and 4-255 are reserved. OQher CCIDs may be defined in
the future

CCI D 2 provides TCP-1ike Congestion Control, which is simlar to that
of TCP. The sender nmintains a congestion wi ndow and sends packets
until that windowis full. Packets are acknow edged by the receiver
Dropped packets and ECN [ RFC3168] i ndi cate congestion; the response
to congestion is to halve the congestion wi ndow. Acknow edgenents in
CCI D 2 contain the sequence nunbers of all received packets within
sone wi ndow, simlar to a selective acknow edgenment (SACK) [RFC2018].

CC D 3 provides TCP-Friendly Rate Control (TFRC), an equation-based
form of congestion control intended to respond to congestion nore
snoothly than CCID 2. The sender nmaintains a transnmit rate, which it
updat es using the receiver’'s estimte of the packet |oss and nark
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rate. CCI D 3 behaves sonmewhat differently than TCP in the short
term but is designed to operate fairly with TCP over the long term

Section 10 describes DCCP's CCIDs in nore detail. The behaviors of
CClDs 2 and 3 are fully defined in separate profile docunents
[ RFC4341, RFC4342].

4.5. Feature Negotiation Options

DCCP endpoi nts use Change and Confirm options to negotiate and agree
on feature values. Feature negotiation will alnost always happen on
the connection initiation handshake, but it can begin at any tine.

There are four feature negotiation options in all: Change L, Confirm
L, Change R, and Confirm R The "L" options are sent by the feature
| ocation and the "R' options are sent by the feature renpte. A
Change R option says to the feature | ocation, "change this feature
value as follows". The feature |location responds with ConfirmlL,
meani ng, "l’ve changed it". Sone features allow Change R options to
contain multiple values sorted in preference order. For exanple:

dient Server

Change R(CCID, 2) -->
<-- ConfirmL(CCID 2)
* agreenent that CCl DY Server = 2 *

Change R(CCID, 3 4) -->
<-- ConfirmL(CCID, 4, 4 2)
* agreenent that CCIDJ Server = 4 *

Bot h exchanges negotiate the CC Y Server feature's value, which is
the CODin use on the server-to-client half-connection. In the
second exchange, the client requests that the server use either CCD
3 or CCID 4, with 3 preferred; the server chooses 4 and supplies its
preference list, "4 2".

The Change L and Confirm R options are used for feature negotiations
initiated by the feature location. 1In the follow ng exanple, the
server requests that CCl D/ Server be set to 3 or 2, with 3 preferred,
and the client agrees.
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dient Server
<-- Change L(CC D, 3 2)
ConfirmR(CCID, 3, 32) -->
* agreenent that CCl DY Server = 3 *

Section 6 describes the feature negotiation options further,
i ncluding the retransni ssion strategies that make negotiation
reliable.

4. 6. D fferences from TCP

DCCP' s differences from TCP apart from those di scussed so far include
the foll ow ng:

0 Copi ous space for options (up to 1008 bytes or the PMIU)

o Different acknow edgenent formats. The CCID for a connection
det er mi nes how much acknow edgenent information needs to be
transnmitted. For exanple, in CCID 2 (TCP-like), this is about one
ack per 2 packets, and each ack nust declare exactly which packets
were received. In CCD3 (TFRC), it is about one ack per round-
trip tinme, and acks must declare at mninmumjust the | engths of
recent |oss intervals.

0 Denial of Service (DoS) protection. Several nechanisnms help limt
the anmount of state that possibly-m sbehaving clients can force
DCCP servers to maintain. An Init Cookie option anal ogous to
TCP' s SYN Cooki es [ SYNCOOKI ES] avoi ds SYN-flood-1i ke attacks.

Only one connection endpoint has to hold TIMEWAIT state; the
DCCP- C oseReq packet, which nmay only be sent by the server, passes
that state to the client. Various rate limts let servers avoid
attacks that might force extensive conputation or packet
generation

o Distinguishing different kinds of |loss. A Data Dropped option
(Section 11.7) lets an endpoint declare that a packet was dropped
because of corruption, because of receive buffer overflow, and so
on. This facilitates research into nore appropriate rate-contro
responses for these non-network-congestion | osses (although
currently such |l osses will cause a congestion response).

0 Acknow edgeability. In TCP, a packet may be acknow edged only
once the data is reliably queued for application delivery. This
does not meke sense in DCCP, where an application mght, for
exanpl e, request a drop-fromfront receive buffer. A DCCP packet
may be acknowl edged as soon as its header has been successfully
processed. Concretely, a packet beconmes acknow edgeable at Step 8
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4.

7.

of Section 8.5"s packet processing pseudocode. Acknow edgeability
does not guarantee data delivery, however: the Data Dropped option
may | ater report that the packet’s application data was di scarded.

No receive window. DCCP is a congestion control protocol, not a
fl ow control protocol.

No simul taneous open. Every connection has one client and one
server.

No hal f-closed states. DCCP has no states corresponding to TCP' s
FINWAI T and CLOSEWAI T, where one hal f-connection is explicitly
closed while the other is still active. The Data Dropped option's
Drop Code 1, Application Not Listening (Section 11.7), can achieve
a simlar effect, however.

Exanpl e Connecti on

The progress of a typical DCCP connection is as follows. (This
description is informative, not normative.)

dient Server
0. [CLOSED] [ LI STEN|
1. DCCP- Request -->
2. <-- DCCP- Response
3. DCCP-Ack -->
4. DCCP- Dat a, DCCP- Ack, DCCP-DataAck -->

<-- DCCP-Data, DCCP-Ack, DCCP-DataAck

5. <-- DCCP-d oseReq
6. DCCP-Cl ose -->
7. <-- DCCP- Reset
8. [TIMEWAIT]

The client sends the server a DCCP- Request packet specifying the
client and server ports, the service being requested, and any
features being negotiated, including the CCID that the client
woul d like the server to use. The client may optionally piggyback
an application request on the DCCP- Request packet. The server nmay
ignore this application request.

The server sends the client a DCCP- Response packet indicating that
it iswlling to communicate with the client. This response

i ndi cates any features and options that the server agrees to,

begi ns other feature negotiations as desired, and optionally
includes Init Cookies that wap up all this information and that
nmust be returned by the client for the connection to conplete.
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3. The client sends the server a DCCP- Ack packet that acknow edges
t he DCCP- Response packet. This acknow edges the server’s initial
sequence nunber and returns any Init Cookies in the DCCP-Response.
It may al so continue feature negotiation. The client may
pi ggyback an application-level request on this ack, producing a
DCCP- Dat aAck packet.

4. The server and client then exchange DCCP-Data packets, DCCP-Ack
packets acknow edgi ng that data, and, optionally, DCCP-DataAck
packets containing data with piggybacked acknow edgenents. [|f the
client has no data to send, then the server will send DCCP-Dat a
and DCCP- Dat aAck packets, while the client will send DCCP- Acks
exclusively. (However, the client may not send DCCP-Data packets
before receiving at |east one non- DCCP- Response packet fromthe
server.)

5. The server sends a DCCP-C oseReq packet requesting a close.
6. The client sends a DCCP-C ose packet acknow edgi ng the cl ose.

7. The server sends a DCCP- Reset packet with Reset Code 1, "d osed"
and clears its connection state. DCCP-Resets are part of nornal
connection term nation; see Section 5.6.

8. The client receives the DCCP- Reset packet and holds state for two
maxi num segnent lifetinmes, or 2MBL, to all ow any renaini ng packets
to clear the network.

An alternative connection cl osedown sequence is initiated by the
client:

5b. The client sends a DCCP-Cl ose packet closing the connection.

6b. The server sends a DCCP- Reset packet with Reset Code 1, "d osed"
and clears its connection state.

7b. The client receives the DCCP- Reset packet and holds state for
2MBL to allow any remai ni ng packets to clear the network.

5. Packet Formats

The DCCP header can be from 12 to 1020 bytes long. The initial part
of the header has the sanme semantics for all currently defined packet
types. Followi ng this comes any additional fixed-length fields

requi red by the packet type, and then a variable-length list of
options. The application data area follows the header. |n sone
packet types, this area contains data for the application; in other
packet types, its contents are ignored.
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o m o e o e e e e e e e e e e e e e mee oo + -

| Ceneri c Header | |

o mm o e e e e e e e e e e e e meamao - + |

| Additional Fields (depending on type) | +- DCCP Header
o m o e o e e e e e e e e e e e e e mee oo +

| Options (optional) | I

[ s —p———r -

| Application Data Area |

o m o e o e e e e e e e e e e e e e mee oo +

5.1. GCeneric Header

The DCCP generic header takes different forns depending on the val ue
of X, the Extended Sequence Nunmbers bit. If X is one, the Sequence
Nunber field is 48 bits Iong, and the generic header takes 16 bytes,
as follows.

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Source Port | Dest Port |
R e s o T i i i i S S SR S S e S S S
| Data Offset | CCval | CsCov | Checksum |
R e s o T i i i i S S SR S S e S S S
I I | X| I

| Res | Type |=| Reser ved | Sequence Number (high bits)

I I | 1] I

R e s o T i i i i S S SR S S e S S S

Sequence Nunber (| ow bits) |
R e s o T i i i i S S SR S S e S S S

If Xis zero, only the low 24 bits of the Sequence Nunber are
transmtted, and the generic header is 12 bytes | ong.

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Source Port | Dest Port |
T i T s s I T sl S P Y S Y S S S S
| Data Offset | CCval | CsCov | Checksum |
T i T s s I T sl S P Y S Y S S S S
I I | X| I
| Res | Type |=| Sequence Numnber (| ow bits) |
I I | O] I
T i T s s I T sl S P Y S Y S S S S
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The generic header fields are defined as foll ows.

Source and Destination Ports: 16 bits each
These fields identify the connection, simlar to the correspondi ng
fields in TCP and UDP. The Source Port represents the rel evant
port on the endpoint that sent this packet, and the Destination
Port represents the relevant port on the other endpoint. Wen
initiating a connection, the client SHOULD choose its Source Port
randomy to reduce the |ikelihood of attack

DCCP APl's should treat port nunbers simlarly to TCP and UDP port
nunbers. For exanple, machines that distinguish between
"privileged" and "unprivileged" ports for TCP and UDP shoul d do
the sane for DCCP

Data Offset: 8 bits
The offset fromthe start of the packet’s DCCP header to the start
of its application data area, in 32-bit words. The receiver MJST
i gnore packets whose Data O fset is smaller than the mninumsized
header for the given Type or larger than the DCCP packet itself.

CCval: 4 bits
Used by the HC Sender CCID. For exanple, the A-to-B CCID s
sender, which is active at DCCP A, MAY send 4 bits of information
per packet to its receiver by encoding that information in CCval.
The sender MUST set CCval to zero unless its HC Sender CClID
speci fies otherwi se, and the receiver MJST ignore the CCval field
unl ess its HC Receiver CCID specifies otherw se.

Checksum Coverage (CsCov): 4 bits
Checksum Coverage deternines the parts of the packet that are
covered by the Checksumfield. This always includes the DCCP
header and options, but some or all of the application data may be
excluded. This can inprove performance on noisy |links for
applications that can tolerate corruption. See Section 9.

Checksum 16 bits
The Internet checksum of the packet’s DCCP header (i ncluding
options), a network-|ayer pseudoheader, and, dependi ng on Checksum

Coverage, all, some, or none of the application data. See Section
9.

Reserved (Res): 3 bits

Senders MJST set this field to all zeroes on generated packets,
and receivers MJST ignore its val ue.
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Type: 4 bits
The Type field specifies the type of the packet. The follow ng
val ues are defi ned:

Type Meani ng

DCCP- Request
DCCP- Response
DCCP- Dat a
DCCP- Ack
DCCP- Dat aAck
DCCP- Cl oseReq
DCCP- Ol ose
DCCP- Reset
DCCP- Sync
DCCP- SyncAck
10-15 Reserved

O©CoO~NOUIA_WNEO

Tabl e 1: DCCP Packet Types

Recei vers MJST ignhore any packets with reserved type. That is,
packets with reserved type MJUST NOT be processed, and they MJST
NOT be acknow edged as recei ved.

Ext ended Sequence Nunbers (X): 1 bit
Set to one to indicate the use of an extended generic header with
48-bit Sequence and Acknow edgenment Nunbers. DCCP-Data, DCCP-
Dat aAck, and DCCP- Ack packets MAY set X to zero or one. Al
DCCP- Request, DCCP- Response, DCCP-d oseReq, DCCP-Cl ose, DCCP-
Reset, DCCP-Sync, and DCCP- SyncAck packets MJST set X to one;
endpoi nts MJST ignore any such packets with X set to zero. High-
rate connections SHOULD set X to one on all packets to gain
i ncreased protection agai nst w apped sequence nunbers and attacks.
See Section 7.6.

Sequence Nunber: 48 or 24 bits
Identifies the packet uniquely in the sequence of all packets the
source sent on this connection. Sequence Number increases by one
with every packet sent, including packets such as DCCP- Ack t hat
carry no application data. See Section 7.

Al'l currently defined packet types except DCCP- Request and DCCP- Dat a

carry an Acknow edgenment Nunber Subheader in the four or eight bytes
i medi ately foll owing the generic header. Wen X=1, its format is:
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5.

2.

T S o T s T T o S T il sl S T R S i i
| Reserved | Acknow edgenent Nunber

| | (high bits)

R e s o T i i i i S S SR S S e S S S

Acknowl edgenent Nunber (I ow bits) |
R e s o T i i i i S S SR S S e S S S

Wien X=0, only the low 24 bits of the Acknow edgenment Nunber are
transnitted, giving the Acknow edgenent Number Subheader this format:

T S o T s T T o S T il sl S T R S i i
| Reserved | Acknowl edgenent Nunber (I ow bits) |
T S o T s T T o S T il sl S T R S i i

Reserved: 16 or 8 bits
Senders MJST set this field to all zeroes on generated packets,
and receivers MJST ignore its val ue.

Acknow edgenent Nunber: 48 or 24 bits
General ly contains GSR, the G eatest Sequence Nunber Received on
any acknow edgeabl e packet so far. A packet is acknow edgeabl e
if and only if its header was successfully processed by the
receiver; Section 7.4 describes this further. Options such as
Ack Vector (Section 11.4) conbine with the Acknow edgenent
Nunmber to provide precise information about which packets have
arrived.

Acknowl edgenent Numbers on DCCP- Sync and DCCP- SyncAck packets
need not equal GSR  See Section 5.7.

DCCP- Request Packet s

A client initiates a DCCP connection by sendi ng a DCCP- Request
packet. These packets MAY contain application data and MJST use
48-bit sequence nunbers (X=1).

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

/ Generic DCCP Header with X=1 (16 bytes) /
/ wi th Type=0 (DCCP- Request) /
T S o T s T T o S T il sl S T R S i i
| Servi ce Code |
T S o T s T T o S T il sl S T R S i i
/ Opti ons and Paddi ng /
R e e e e e e e e A A A R e
/ Application Data /

T S T T S e T S S e T T i S R
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5.

5.

3.

4.

Service Code: 32 bits
Descri bes the application-level service to which the client
application wants to connect. Service Codes are intended to
provide informati on about which application protocol a connection
i ntends to use, thus aiding mddl eboxes and reducing reliance on
globally well-known ports. See Section 8.1.2.

DCCP- Response Packet s

The server responds to valid DCCP- Request packets w th DCCP- Response
packets. This is the second phase of the three-way handshake.

DCCP- Response packets MAY contain application data and MJUST use
48-bit sequence nunbers (X=1).

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

/ Generic DCCP Header with X=1 (16 bytes) /
/ with Type=1 ( DCCP- Response) /
T i T s s I T sl S P Y S Y S S S S
/ Acknow edgenent Nunber Subheader (8 bytes) /
T i T s s I T sl S P Y S Y S S S S
| Servi ce Code |
T i T s s I T sl S P Y S Y S S S S
/ Opti ons and Paddi ng /
+=+=+=+=+=+=+=+=+=+=+=+=t+=+=+=+=+=+=t=+=+=+=+=+=+=+=+=+=+=+=+=+=+
/ Application Data /

T S T T S e T S S e T T i S R

Acknow edgenent Nunber: 48 bits
Contains GSR.  Since DCCP-Responses are only sent during
connection initiation, this will always equal the Sequence Nunber
on a recei ved DCCP- Request.

Service Code: 32 bits
MJUST equal the Service Code on the correspondi ng DCCP- Request.

DCCP- Dat a, DCCP- Ack, and DCCP- Dat aAck Packets

The central data transfer portion of every DCCP connection uses

DCCP- Dat a, DCCP- Ack, and DCCP- Dat aAck packets. These packets MAY use
24-bit sequence nunbers, depending on the value of the Allow Short
Sequence Nunbers feature (Section 7.6.1). DCCP-Data packets carry
application data w thout acknow edgenents.

Kohl er, et al. St andar ds Track [ Page 23]



RFC 4340 Dat agr am Congesti on Control Protocol (DCCP) March 2006

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

/ Generic DCCP Header (16 or 12 bytes) /
/ with Type=2 ( DCCP-Dat a) /
T S o T s T T o S T il sl S T R S i i
/ Opti ons and Paddi ng /
R e e e e e e e e A A A R e
/ Application Data /

T S T T S e T S S e T T i S R

DCCP- Ack packets dispense with the data but contain an
Acknow edgenent Nunber. They are used for pure acknow edgenents.

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

/ Generic DCCP Header (16 or 12 bytes) /
/ with Type=3 ( DCCP- Ack) /
T S o T s T T o S T il sl S T R S i i
/ Acknow edgenent Nunber Subheader (8 or 4 bytes) /
T S o T s T T o S T il sl S T R S i i
/ Opti ons and Paddi ng /
R e e e e e e e e A A A R e
/ Application Data Area (I gnored) /

T S T T S e i T S S S i T S S A

DCCP- Dat aAck packets carry both application data and an
Acknow edgenent Nunber. This piggybacks acknow edgenent information
on a data packet.

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

/ Generic DCCP Header (16 or 12 bytes) /
/ wi th Type=4 ( DCCP- Dat aAck) /
T S o T s T T o S T il sl S T R S i i
/ Acknow edgenent Nunber Subheader (8 or 4 bytes) /
T S o T s T T o S T il sl S T R S i i
/ Opti ons and Paddi ng /
+=4=+=+=+=+=+=+=+=+=+=+=+=+=+=+ =+ =+ ==+ =+ =+ ==+ =+ ===+ ==+ ===+
/ Application Data /

T S T T S e T S S e T T i S R

A DCCP- Dat a or DCCP- Dat aAck packet may have a zero-length application
data area, which indicates that the application sent a zero-length
datagram This differs from DCCP- Request and DCCP- Response packets,
where an enpty application data area indicates the absence of
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application data (not the presence of zero-length application data).
The APl SHOULD report any received zero-length datagranms to the
receiving application.

A DCCP- Ack packet MAY have a non-zero-length application data area,
whi ch essentially pads the DCCP-Ack to a desired |length. Receivers
MJST i gnore the content of the application data area in DCCP- Ack
packet s.

DCCP- Ack and DCCP- Dat aAck packets often include additiona
acknowl edgenent options, such as Ack Vector, as required by the
congestion control mechanismin use.

5.5. DCCP-d oseReq and DCCP- Cl ose Packets

DCCP- O oseReq and DCCP- C ose packets begin the handshake that
normal Iy term nates a connection. Either client or server nmay send a
DCCP- O ose packet, which will elicit a DCCP-Reset packet. Only the
server can send a DCCP-C oseReq packet, which indicates that the
server wants to cl ose the connection but does not want to hold its
TIMEWAI T state. Both packet types MJST use 48-bit sequence nunbers
(X=1).

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

/ Generic DCCP Header with X=1 (16 bytes) /
/ with Type=5 (DCCP-C oseReq) or 6 (DCCP-C ose) /
T S o T s T T o S T il sl S T R S i i
/ Acknow edgenent Nunber Subheader (8 bytes) /
T S o T s T T o S T il sl S T R S i i
/ Opti ons and Paddi ng /
R e e e e e e e e A A A R e
/ Application Data Area (I gnored) /

T S T T S e i T S S S i T S S A

As with DCCP- Ack packets, DCCP-C oseReq and DCCP-C ose packets MAY
have non-zero-length application data areas, whose contents receivers
MUST i gnor e.

5.6. DCCP-Reset Packets

DCCP- Reset packets unconditionally shut down a connection

Connections normally termnate with a DCCP-Reset, but resets may be
sent for other reasons, including bad port nunbers, bad option

behavi or, incorrect ECN Nonce Echoes, and so forth. DCCP-Resets MJST
use 48-bit sequence nunbers (X=1).
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0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

/ Generic DCCP Header with X=1 (16 bytes) /
/ with Type=7 (DCCP- Reset) /
T S o T s T T o S T il sl S T R S i i
/ Acknow edgenent Nunber Subheader (8 bytes) /
T S o T s T T o S T il sl S T R S i i
| Reset Code | Data 1 | Data 2 | Data 3 |
T S o T s T T o S T il sl S T R S i i
/ Opti ons and Paddi ng /
R e e e e e e e e A A A R e
/ Application Data Area (Error Text) /

T S T T S e i I S e T T e

Reset Code: 8 bits
Represents the reason that the sender reset the DCCP connection

Data 1, Data 2, and Data 3: 8 bits each
The Data fields provide additional information about why the
sender reset the DCCP connection. The neanings of these fields
depend on the val ue of Reset Code.

Application Data Area: Error Text
If present, Error Text is a human-readable text string encoded in
Uni code UTF-8, and preferably in English, that describes the error
in nore detail. For exanple, a DCCP-Reset with Reset Code 11
"Aggression Penalty", mght contain Error Text such as "Aggression
Penalty: Received 3 bad ECN Nonce Echoes, assumi ng mi sbehavior”.

The followi ng Reset Codes are currently defined. Unless otherw se
specified, the Data 1, 2, and 3 fields MJST be set to O by the sender
of the DCCP-Reset and ignored by its receiver. Section references
descri be concrete situations that will cause each Reset Code to be
generated; they are not neant to be exhaustive.

0, "Unspecified"
I ndi cates the absence of a nmeani ngful Reset Code. Use of Reset
Code 0 is NOT RECOVMENDED: the sender should choose a Reset Code
that nore clearly defines why the connection is being reset.

1, "Cl osed"
Nor mal connection close. See Section 8.3.

2, "Aborted"

The sendi ng endpoi nt gave up on the connection because of |ack of
progress. See Sections 8.1.1 and 8.1.5.
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3, "No Connection"
No connection exists. See Section 8.3.1.

4, "Packet Error"
A valid packet arrived with unexpected type. For exanple, a
DCCP- Dat a packet with valid header checksum and sequence nunbers
arrived at a connection in the REQUEST state. See Section 8.3. 1.
The Data 1 field equals the offendi ng packet type as an eight-bit
nunmber; thus, an offending packet with Type 2 will result in a
Data 1 val ue of 2.

5, "Option Error”
An option was erroneous, and the error was serious enough to
warrant re