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Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Thi s docunment reviews the design and functionality of existing

roam ng i nplementations. "Roaming capability" may be | oosely defined
as the ability to use any one of nultiple Internet service providers
(I'SPs), while maintaining a formal, custoner-vendor relationship with
only one. Exanples of cases where roamning capability m ght be
required include ISP "confederations" and | SP-provi ded corporate

net wor k access support.

| nt roducti on

Consi derabl e interest has arisen recently in a set of features that
fit within the general category of "roami ng capability” for Internet
users. Interested parties have included:

Regi onal Internet Service Providers (ISPs) operating within a

particul ar state or province, |ooking to conbine their efforts
with those of other regional providers to offer service over a
wi der area.

National |SPs wishing to conbine their operations with those of
one or nmore I SPs in another nation to offer nore conprehensive
service in a group of countries or on a continent.

Busi nesses desiring to offer their enpl oyees a conprehensive
package of access services on a global basis. Those services nmay
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include Internet access as well as secure access to corporate
intranets via a Virtual Private Network (VPN), enabled by
tunneling protocols such as PPTP, L2F, or L2TP.

What is required to provide roam ng capability? The following Iist
is afirst cut at defining the requirenents for successful roan ng
anong an arbitrary set of | SPs:

Phone nunber presentation

Phone nunber exchange

Phone book conpil ation

Phone book update

Connecti on managenent

Aut henti cation

NAS Confi guration/ Aut hori zati on
Addr ess assi gnnent and routing
Security

Accounti ng

In this docunment we review existing roaning inplenentations,
describing their functionality within this franework. 1In addition to
full fledged roami ng inplenentations, we will also review

i npl enentations that, while not neeting the strict definition of

roam ng, address several of these problemelenments. These

i npl enentations typically fall into the category of shared use
networ ks or non-I|P dial up networks.

3.1. Term nol ogy
Thi s docunent frequently uses the follow ng terns:

home ISP This is the Internet service provider with whomthe user
mai ntai ns an account rel ationship.

local ISP This is the Internet service provider whomthe user calls
in order to get access. Wiere roamng is inplenmented the |ocal
ISP may be different fromthe hone | SP

phone book
This is a database or docunent containing data pertaining to
di al up access, including phone nunbers and any associ at ed
attributes.
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4.

shared use network
This is an I P dialup network whose use is shared by two or
nore organi zations. Shared use networks typically inplenment
di stributed authentication and accounting in order to
facilitate the relationship anong the sharing parties. Since
these facilities are also required for inplenmentation of
roam ng, inplenentation of shared use is frequently a first
step toward devel oprment of roam ng capabilities. 1In fact, one
of the ways by which a provider may offer roamng service is
to conclude shared use agreements with nultiple networks.
However, to date the ability to acconplish this has been
hanpered by lack of interoperability anbng shared use
i mpl enent ati ons.

non- | P di al up network
This is a dialup network providing user access to the nenber
systens via protocols other than IP. These networks may
i mpl ement phone book synchronization facilities, in order to
provi de systens, administrators and users with a current |ist
of participating systens. Exanples of non-I1P dialup networks
supporting phone book synchronization include Fi doNet and
WA Vnet .

A obal Reach Internet Consortium (GRIC

Led by a US-based Internet technol ogy devel oper, Ai nQuest
Corporation, ten Internet Service Providers (I1SPs) fromthe USA,
Australia, China, Japan, Hong Kong, Malaysia, Singapore, Taiwan, and
Thai l and fornmed the d obal Reach Internet Connection (GRIC) in My,
1996. The goals of GRIC were to facilitate the inplenentation of a
gl obal roam ng service and to coordinate billing and settlenent anong
the menbership. Comercial operation began in Decenber of 1996, and
GRI C has grown to over 100 najor |SPs and Telcos fromall over the
wor | d, including NETCOM USA; KDD and M tsubishi, Japan; iStar,
Canada; Easynet, UK; Connect.com Australia; Iprolink, Swtzerland;
Si ngapore Tel ecom Chunghwa Tel ecom Taiwan; and Tel ekom Ml aysi a.
Information on GRIC is available fromhttp://ww.gric.net/.

In inplementing their roam ng service, GRIC nenbers have chosen

sof tware devel oped by Ai mQuest. A nQuest Corporation’s roam ng

i npl ementation conprises the foll owing maj or conponents: the

Al mlravel er Aut hentication Server (AAS), the A nmilravel er Routing
Server (ARS), and the A mQuest Internet Managenent System (Al MS),
software designed to facilitate the billing process. Information on
the Ai mQuest roanming inplenentation is available from
http://ww. ai rquest . com .
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The Ai milravel er Authentication Server (AAS) runs at each nmenber |SP

| ocation, and handl es incom ng authentication requests from NAS

devi ces and other AASes. The A nilravel er Routing Server (ARS) can run
anywhere. A single routing server can be used where centralized
routing is desired, or nultiple routing servers can be run in order
to increase speed and reliability or to gateway to networks of
particularly |arge partners.

The first version of the A nmlravel er software, deployed by A muest
in May, 1996, supported direct authentication between nenbers of the
roam ng consortium but as GRIC grew, nanagenent of the relationships
bet ween the authentication servers becane a problem In August. 1996,
Al mQuest began devel opnent of the AinfTraveler Routing Server (ARS) in
order to inprove scalability.

The routing server is conprised of two elenments: The Centra
Accounting Server and the Central Routing Server. The Centra
Accounting Server collects all the roam ng accounting data for
settlement. The Central Routing Server manages and mai ntains

i nformati on on the authentication servers in the roam ng consortium
Addi ng, deleting, or updating ISP authentication server information
(e.g. adding a new nenber |SP) may be acconplished by editing of a
configuration file on the Central Routing Server. The configuration
files of the Aimlravel er Authentication Servers do not need to be
nodi fi ed.

The Ai milravel er Authentication and Routing Servers are avail able for
various UNI X platforms. Versions for Wndows NT are under

devel opnent. The Ai mlravel er Authentication Server supports both the
UNI X password file and Kerberos.

The Ai mQuest Internet Managenment System (Al MS) is designed for |arge
| SPs who need a centralized nanagenent systemfor all |SP operations,
i ncluding sales, trouble-ticketing, service, and billing. A M
produces usage and transaction statenent reports, and includes a
settl ement nodul e to produce settlenment/billing reports for the

roam ng consortium nmenbers. Based on these reports, the providers
charge their |1SP/roam ng custoners, and pay/settle the roam ng

bal ance anong the providers. AIM currently runs on

Sun/ Sol ari s/ Oracle. A version for Wndows NT and SQ. Server is
expected to becone available in 4 1996.

4.1. Phone nunber presentation
Currently there are two principal nethods by which GRIC users can
di scover avail abl e phone nunbers: a Wb-based directory provided by

the GRIC secretariat, and a GRI C phone book client on the user PC
with dialing capability.
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4.1.1. Wb based directory

A directory of GRIC phone nunbers is available on the GRI C hone page,
http://www. gric.com. The |ist of nunbers is arranged by country and
provider. For each provider within a country, this directory,
provided in the formof a table, offers the follow ng information

Provi der address, voice phone and fax
Cust oner support phone nunber

Provi der donai n name

Primary Domain Nanme Server

Secondary Donmi n Name Server

Di al -up | P Address

News server

Web page

POP phone nunbers (i.e. 1-408-366-9000)
POP | ocations (i.e. Berkeley)

Proxy addresses

Di al er configuration

In order to discover phone nunbers using the Wb-based directory, it
is expected that users will be online, and will navigate to the
appropriate country and provider. They then | ook up the nunber and
insert it into the A nfuest Ranger dial er.

4.1.2. GRIC phone book client

The GRI C phone book client software provides for phone book
presentation as well as automated updating of phone nunbers. The
GRI C phone book includes a list of countries, states, cities and
area/city codes, as well as detailed provider information, including
the cutomer support phone nunber, and Internet server configuration

i nfo. The Phone book, devel oped with Java, is available for downl oad
fromthe A mQuest Wb site:

http://ww. ai rquest . com di al er. ht n
4.2. Phone nunber exchange
GRI C nenbers submit information both about thenselves and their POPs
to the GRIC secretariat, which is run by AimQuest. The GRIC
secretariat then conpiles a new phone book and provi des updates on
the GRIC FTP and Wb servers.

GRI C users then downl oad t he phone nunbers either in Wndows .ini
file format or in HTM.
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4.3. Phone book conpil ation

GRI C phone books are conpiled manual ly, and represent a concatenation
of avail abl e nunbers fromall the nmenbers of the roaning consortium
with no policy application. As new POPs cone online, the nunbers are
forwarded to GRIC, which adds themto the phone book servers.

4.4. Phone book update

Phone nunbers in the GRI C phone book client are updated automatically
upon connection. The Ainiravel er server includes an address book

whi ch contains the phone nunbers of all the roam ng consortium
menber s.

4.5. Connection managenent

The Ai mifravel er software supports SLIP and PPP, as well as PAP and
CHAP aut henti cati on.

4.6. Authentication

GRIC inplenments distributed authentication, utilizing the user’s e-
mai | address as the userID (i.e. "liu@\ met.conm') presented to the
renote NAS devi ce.

After the initial PPP authentication exchange, the userlD, donain,
and pasword information (or in the case of CHAP, the chall enge and
the response) are then passed by the NAS to the Ainilravel er

Aut henti cati on Server which supports both TACACS+ and RADI US

If the authentication request conmes froma regul ar custoner |ogin,
normal user id and password authentication is perforned. If the user
requesting authentication is a "roaner," (has a userID with an @ and
domai n nane), the authentication server sends an query to the cl osest
routing server. \When Ainilravel er Routing Server receives the

aut hentication request, it first authenticates the AAS sending the
request, and if this is successful, it checks its authentication
server table. |If it is able to match the domain of the user to that
of a "Hone |ISP", then the Hone | SP authentication server’s routing
informati on are sent back to the local ISP s authentication server
Based on the information received fromthe routing server, the AAS
makes an authentication request to the user’s Hone | SP AAS for user
id and password verification.

If the user is a valid user, the Home | SP authentication server sends
a "permni ssion granted" nessage back to the Local |SP authentication
server. The Local |SP authentication server then requests the NAS to
grant the user a dynanmic |IP address fromits address pool. If the
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usernane or password is incorrect, the Home ISP AAS will send a
rejection nessage to the Local ISP AAS, and the user will be dropped
by the NAS

If multiple routing servers are installed, and the query to the first
routing server does not result in a match, the query is forwarded to
the next routing server. The server queries are cached on the routing
servers, inproving speed for repeated queries. The cache is sustained
until a routing server table entry is updated or deleted. Updating
or deleting results in a nessage to all neighbor routing servers to
del ete their caches.

The | ocal authentication server also receives the accounting data
fromthe NAS. |If the data is for a regular custoner |ogin, the data
is witten to the Local ISP AAS log file. If the datais for a
"roamer," the data is witten to three places: the Local ISP AAS | og
file, the Honme ISP AAS log file, and the ARS log file.

If the local ISP authentication server has caching turned on, then it
will cache information on Honme | SP aut hentication server
configurations sent by the routing server. This neans that if the
same domain is queried again, the |ocal authentication server does
not need to query the routing server again. The |local cache is

cl eared when the local authentication server receives an update
nmessage fromthe routing server or system nanager.

4.7. NAS Configuration/Authorization

Ai miravel er is conprised of two conponents, a dient(AAS) and a
Server (ARS) .

The Ainmlraveler Cient acts as the PPP dial-up authentication server
When it detects an '@ sign in the userID field, it queries the

Al mlraverl er Server for routing information, then forwards the

aut hentication request to user’s hone authentication server. The

Ai miravel er Server, a centralized routing server, contains the

aut hori zed | SP s domai n nane, authentication servers and ot her

i nformati on.

The Ai miravel er currently supports RADIUS and TACACS+, and coul d be
extended to support other authentication protocols. It also receives
all the accounting records, which are subsequently used as input data
for billing.

Since |1 SPs’ NAS devices may be configured differently, the attributes
returned by the home | SP AAS are di scarded.
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4.8. Address assignment and routing

Al'l addresses in GRIC are assigned dynamically fromw thin the
address pool of the local ISP. Static addresses and routed LAN

connections will be considered in the future, when GRIC offers
corporate roam ng service, with the inplenmentation of tunneling
protocol s

4.9. Security

The user’s password is hashed with MD5 before being sent fromthe
Local ISP AAS to the Hone ISP AAS. An encryption key is shared
between the AAS and ARS. The current version of Ai mlravel er AAS does
not support token cards or tunneling protocols.

4.10. Accounting

The Ai mfravel er Authentication Server (AAS) software can act as
either a RADIUS or TACACS+ accounting server. Wen accounting
information is received fromthe NAS, the |ocal A nilraveler

Aut henti cation Server (AAS) sends accounting data (user nane, domain
nane, login tine) to both the Central Accounting Server (part of the
ARS) and the user’s Hone | SP Ai mlravel er authentication server. In
the case of GRIC, the Central Accounting Server is run by A mQuest.

The data sent to the central accounting server and honme | SP are
i dentical except for the formof user id and tinme stanp. For a
travel er whose home ISP is in the US, but who is traveling in Japan
the Local (Japanese) |SP Ai niravel er authentication server wll
receive an accounting record tinestanped with Japan tinme while the
Hone (US) | SP Ai mlravel er authentication server will receive an
accounting record tinestanped with the appropriate US tinezone.

The accounting data includes 2 new attributes for settlenent

reporting:
Attribute Nunber Type
Roam ng- Server-1D 101 string
I sp-1D 102 string

The Roam ng-Server-1D attribute identifies the AAS sending the
aut hentication request. The Isp-ID attribute identifies the I|ocal
| SP. Using this information the home ISP can track the roam ng
activities of its users (where their users are |ogging in).
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5.

5.

5.

The Ai mifravel er Server running at A mQuest keeps a record of all

roam ng transactions, which are used as input to the settlenent and
billing process. At the end of each nonth, A nQuest provides a

roam ng transaction summary to GRI C nenbers using AlMS. The Al M
software is configurable so that it takes into account the settlenent
rules agreed to by GRIC nenbers.

i -Pass inplenmentation
Overvi ew

i-Pass Alliance Inc., based in Muwuntain View, California, has

devel oped and operates a commerci al authentication and settl enent

cl eari nghouse service which provides gl obal roam ng between Internet
service providers. The service is fully operational

i-Pass Alliance Inc. has additional offices in Toronto, Singapore,
and London. More information on i-Pass can be obtained from
http://ww. i pass. com

The i-Pass network consists of a nunber of servers that provide

real -time authentication services to partner |ISPs. Authentication
requests and accounting records for roam ng users are encrypted and
sent to an i-Pass serverwhere they are |ogged, and then forwarded to
a hone ISP for authentication and/or |ogging.

Periodically, i-Pass reconciles all accounting records, generates
billing statenments, and acts as a single point for collecting and
remtting paynments.

i -Pass provides its service only to I SPs and channel partners. It
does not attenpt to establish a business relationship with
i ndi vi dual -user custoners of an | SP.

Access Poi nt Dat abase (APD)

i-Pass maintains a list of roaming access points in an Oracle
database. This list is searchable by geographical region using a Wb
browser, and may be downl oaded in its entirety using FTP. The

i nformation stored for each access point includes:

Nanme of service provider
Country

State or Province

City or Region

Tel ephone nunber

Techni cal support phone nunber
Servi ce types avail abl e
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Technical information (help file)
Service pricing information

The Access Point Database is maintai ned by i-Pass staff, based on
i nput fromi-Pass partners.

5.3. Phone nunber presentation

ni - Pass has devel oped a Wndows application wh a sinple point and
click interface called the "i-Pass Dial Wzard", which assists end-
users in selecting and connecting to a local Internet access point.

The Dial Wzard allows users to first select the country in which
they are roanming. A list of states, provinces, or other regions in
the selected country is then presented. Finally a list of access
points within the state or province is presented. The Dial Wzard

di spl ays the city nane, nodem phone nunber, and price information for
each access point within the state or region.

Wien the user selects the desired access point, a Wndows 95 "Di al Up
Net wor ki ng" icon is created for that access point. |If there is a

I ogin script associated with the access point, the DialUp Scripting
tool is automatically configured. This nmeans that end-users never
have to configure any |login scripting requirenents.

The Dial Wzard has a built-in phonebook containing all the i-Pass
access points. The phonebook may be automatically refreshed froma
mast er copy |ocated onl SPs web site.

The Dial Wzard is provided free of charge to i-Pass partners. i-
Pass al so provides the i-Pass Dial Wzard Custonization Kit which
allows ISP partners to generate custonized versions of the D al
Wzard with their own | ogo, etc

5.4. Authentication
There are three entities involved in servicing an authentication

request:

Local ISP At the local ISP, the authentication server is nodified to
recogni ze user IDs of the form usernanme@ut h_domai n as being
renote authentication requests. These requests are forwarded
to an i-Pass server.
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i - Pass Server
The i-Pass server receives the authentication request, |ogs
it, and forwards it to the honme ISP identified by the
aut h_domai n portion of the user |D.

Horme | SP The honme | SP receives the authentication request, perforns
aut hentication using its normal authentication nmethod, and
returns a YES/NO response to the i-Pass server, which in turn
forwards the reply to the originating ISP

i - Pass provides software conponents which run on the authentication
servers of the local and hone | SPs. Each nenber |SP nmust integrate
these conponents with the native authentication nethod being used by
the ISP. To sinplify this task, i-Pass has devel oped "drop-in"
interfaces for the nost commonly used aut hentication nethods. At the
date of witing, the followi ng interfaces are supported:

Li vi ngst on RADI US

Ascend RADI US

Merit RADI US

TACACS+

Xyl ogi cs erpcd (Versions 10 and 11)

A generic interface is al so provided which authenticates based on the
standard UNI X password file. This is intended as a starting point
for ISPs using authentication nethods other than those |isted above.

The software integration effort for a typical ISP is on the order of
2-5 man-days including testing. Platforns currently supported
i ncl ude:

Solaris 2.5 (Sparc). LI
Solaris 2.5 (Intel)
BSDI

Di gital Unix

Li nux

Fr eeBSD

HP/ UX

| SPs may chooe to provide authentication for their end-users roaning
el sewhere, but not to provide access points to the i-Pass network.
In this case the software integration effort is greatly reduced and
can be as little as 1/2 a man-day.

.5.  Accounting

Accounting transactions are handled in the sane way as authentication
requests. In addition to being | ogged at the i-Pass servers,
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accounting transactions are sent in real-time to the home ISP. This
is intended to allow I SPs to update users’ credit limt infornmation
on areal-tine basis (to the extent that this capability is supported
by their billing and accounting systens).

Settlenent is performed nonthly. The settlenent process involves

cal culating the costs associated with each individual session, and
aggregating themfor each ISP. A net anount is then cal cul ated which
is either due fromi-Pass to the ISP, or fromthe ISP to i-Pass,
dependi ng on the actual usage pattern.

The following reports are supplied to nenber | SPs:

A Monthly Statenent showi ng sunmaries of usage, service provided,
and any adjustnents along with the net anount ow ng.

A Call Detail Report showi ng roam ng usage by the ISP s customers.

A Service Provided report showi ng detail ed usage of the ISP s
facilities by renote users.

The above reports are generated as ASCI | docunents and are
distributed to i-Pass partners electronically, either by e-mail or
from a secure area on the i-Pass web site. Hard-copy output is
avai l abl e on request.

The Call Detail Report is also generated as a conma-delimted ASCI
file suitable for inport into the ISP’s billing database. The Cal
Detail Report will normally be used by the ISP to generate end-user
billing for roam ng usage.

5.6. Security

All transactions between |SPs and the i-Pass servers are
encrypted using the SSL protocol. Public key certificates are
verified at both the <client and server. i-Pass issues these
certificates and acts as the Cetificate Authority.

Transactions are also verified based on a nunber of other criteria
such as source | P address.

5.7. Operations

i - Pass operates several authentication server sites. Each site

consi sts of two redundant server systens |located in secure facilities
and "close" to the Internet backbone. The authentication server
sites are geographically distributed to mnimze the possibility of
failure due to natural disasters etc.
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i -Pass maintains a Network Operations Center in Muntain View which
is staffed on a 7x24 basis. Its functions include nmonitoring the i-
Pass aut hentication servers, nonitoring authentication servers

| ocated at partner facilities, and dealing with problemreports.

6. ChinaNet inplenentation

Chi naNet, owned by China Telecom is China s |argest |nternet
backbone. Constructed by Asiainfo, a Dallas based system i ntegration
conpany, it has 31 backbone nodes in 31 Chinese provincial capital
cities. Each province is building its own provincial network, has
its own dialup servers, and adninisters its own user base.

In order to all ow hinaNet users to be able to access nodes outside
their province while traveling, a nationw de roani ng system has been
i npl enrented. The roani ng system was devel oped by Asialnfo, and is
based on the RADIUS protocol.

6.1. Phone nunber presentation

Si nce China Tel ecom uses one phone nunber (163) for nationw de
Internet access, nost cities have the same Internet access nunber.
Therefore a phone book is not currently required for the Chi naNet
i npl enentati on. A web-based phone book will be added in a future
software rel ease in order to support nationw de | SP/ CSP tel ephone
nunbers and HTTP server addresses.

6.2. Connection nmanagenent

The current roam ng client and server supports both PPP and SLIP

6.3. Address assignnment and routing

Chi naNet only supports dynam c | P address assignnent for roamn ng
users. In addition, static addresses are supported for users
aut henticating within their hone province.

6.4. Authentication

When user accesses a local NAS, it provides its userlD either as
"usernane" or "username@ealm'. The NAS will pass the userlD and
password to the RADI US proxy/server. |If the "username" notation is
used, the Radius proxy/server will assunme that the user is a |loca
user and will handle | ocal authentication accordingly. [If "user-
nane@eal m' is used, the RAD US proxy/server will process it as a
roam ng request.
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When t he RADI US proxy/server handles a request from a roam ng user

it wll first check the cache to see if the user information is

al ready stored there. If there is a cache hit, the RADI US

proxy/ server do the |ocal authentication accordingly. |If it does not
find user information in its cache, it will act as a proxy,
forwardi ng the authentication request to the hone RADI US server.

When t he hone RADI US server responds, the local server will forward
the response to the NAS. |If the user is authenticated by the hone
server, the local RADIUS proxy will cache the user information for a
period of tine (3 days by default).

Caching is used to avoid frequent proxying of requests and responses
between the | ocal RADI US proxy and the honme RADH US server. \When the
home RADI US server sends back a valid authentication response, the

| ocal RADI US proxy/server will cache the user information for a
period of tine (3 days by default). \When the user next authenticates
directly against the home RADI US server, the home RADH US server will
send a request to the local server or servers to clear the user’s

i nformation fromthe cache.

6.4.1. Extended hierarchy

In some provinces, the |ocal telecomunications adm nistration
Provincial 1SP) further del egates control to county access nhodes,
creating another level of hierarchy. This is done to inprove

scal ability and to avoid having the provincial |SP databases grow too
large. In the current inplenentation, each provincial |SP maintains
its own central RADIUS server, including information on all users in
t he province, while county nodes maintain distributed RAD US servers.
For intra-province roaming requests the |ocal RADI US proxy/server

will directly forward the request to the hone RADIUS server.

However, for inter-province roam ng requests, the |Iocal RAD US server
does not forward the request directly to the home RAD US server.

I nstead, the request is forwarded to the central provincial RAD US
server for the home province. This inplenmentation is suitable only
when county level |1SPs do not mind conbining and sharing their user

information. In this instance, this is acceptable, since all county
| evel 1SPs are part of China Telecom In a future release, this
mul ti-layer hierarchy will be inplenmented using nmulti-Ilayer proxy

RADI US, in a manner nore resenbling DNS.

6.5. Security
Encryption is used between the | ocal RADI US proxy/server and the hone
RADI US server. Public/Private key encryption will be supported in the

next release. |IP tunneling and token card support is under
consi deration
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6.6. Accounting

Accounting information is transferred between the | ocal RADI US
accounting proxy/server and honme RADI US accounting server. Every day
each node sends a sunmary accounting information record to a centra
server in order to support nationw de settlenent. The central server
is run by the central Data Conmunication Bureau of China Tel ecom
Every nonth the central server sends the settlement bill to the
provincial | SPs.

6.7. Inter-1SP/CSP roani ng

Chi naNet supports both ISP and CSP (Content Service Provider) roam ng
on its system For exanple, Shanghai Online, a Wb-based conmerci al
content service, uses RADIUS for authentication of ChinaNet users who
do not have a Shanghai Online account. In order to support this, the
Shanghai Online servers function as a RADI US client authenticating
agai nst the hone RADI US server. When users access a protected
docunent on the HITP server, they are pronpted to send a

user nanme/ password for authentication. The user then responds wth
their userlDin "user-nane@eal m' notation

A CA script on the HITP server then acts as a RADI US aut hentication
client, sending the request to the hone RADI US server. After the home
RADI US server responds, the CA script passes the information to the
| ocal authentication agent. Fromthis point forward, everything is
taken care of by the local Wb authenticati on nmechani sm

7. Mcrosoft inplenentation

M crosoft’s roami ng i npl enentati on was originally devel oped in order
to support the Mcrosoft Network (MBN), which now offers |nternet
access in seven countries: US, Canada, France, Cermany, UK, Japan,
and Australia. In each of these countries, service is offered in
cooperation with access partners. Since users are able to connect to
t he access partner networks while maintaining a custoner-vendor
relationship with MSN, this inplenentation fits within the definition
of roaming as used in this docunent.

7.1. Inplenentation overview
The first version of the Mcrosoft roam ng software was depl oyed by
the MBN partners in April, 1996. This version included a Phone Book

manager tool running under Wndows 95, as well as a RADI US
server/proxy inplenmentation running under Wndows NT; TACACS+ is
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currently not supported. Additional conponents now under devel opnent
i nclude a Connection Manager client for Wndows 95 as well as an
HTTP- based phone book server for Wndows NTI. The Phone Book manager
tool is also being upgraded to provide for nore autonated phone book
conpi | ati on.

7.2. Phone nunber presentation

The Connection Manager is responsible for the presentation and
updati ng of phone nunbers, as well as for dialing and maki ng
connections. In order to select phone nunbers, users are asked to
sel ect the desired country and region/state. Phone nunbers are then
presented in the area selected. The prinmary nunbers are those from
the users service provider which match the service type (Anal og,

| SDN, Analog & IDN), country and region/state sel ected. The ot her
nunbers (selected clicking on the Mdre button) are those for other
service providers that have a roaning agreenent with the users

servi ce provider

7.2.1. Cost data

Cost data is not presented to users along with the phone nunbers.
However, such information nmay be made avail abl e by other neans, such
as via a Wb page.

7.2.2. Default phone book format

The Connection Manager supports the ability to custonize the phone
book format, and it is expected that many | SPs will make use of this
capability. However, for those who wish to use it "off the shelf" a
default phone book format is provided. The default phone book is
conprised of several files, including:

Service profile
Phone Book
Region file

The service profile provides informati on on a given service, which
may be an isolated Internet Service Provider, or may represent a
roam ng consortium The service profile, whichis in .ini file
format, is conprised of the follow ng information

The nanme of the service

The filename of the service' s big icon
The filenane of the service's little icon
A description of the service

The service phone book fil enane
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The servi ce phone book version nunber
The service regions file
The URL of the service phone book server
The prefix used by the service (i.e. "MSN aboba")
The suffix or domain used by the service (i.e. "aboba@rsn. cont)
Whet her the user nane is optional for the service
Whet her the password is optional for the service
Maxi mum | ength of the user nanme for the service
Maxi mum | ength of the password for the service
Informati on on service password handling (| owercase, m xed case, etc.)
Nunmber of redials for this service
Del ay between redials for this service
Ref erences to other service providers that have roam ng agreenents
The service profile filenanes for each of the references
Mask and match phone book filters for each of the references
(these are 32 bit nunbers that are applied against the capability
flags in the phone book)
The di al -up connection properties configuration
(this is the DUN connectoid name)

The phone book file is a conma delimted ASCII file containing the
fol |l owi ng dat a:

Uni que nunber identifying a particular record (I ndex)
Country ID
A zero-base index into the region file
Cty
Area code
Local phone nunber
M ni mum Speed
Maxi mum speed
Capability Fl ags:
Bit 0. O=Toll, 1=Toll free
Bit 1. 0=X25, 1=IP

Bit 2: 0=Anal og, 1=No anal og support

Bit 3. 0=no | SDN support, 1=I SDN

Bit 4. 0

Bit 5: 0

Bit 6: 0=No Internet access, 1=Internet access
Bit 7: 0=No signup access, 1=Signup access

Bit 8-31: reserved
The filenane of the dialup network file
(typically refers to a script associated with the nunber)
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7.

7.

2.

2.

A sanpl e phone book file is shown bel ow

65031, 1, 1, Ani st on, 205, 5551212, 2400, 2400, 1, 0, nyfil e
200255, 1, 1, Aubur n/ Opel i ka, 334, 5551212, 9600, 28800, 0, 10,
200133, 1, 1, Bi r mi ngham 205, 5551212, 9600, 28800, 0, 10,
130, 1, 1, Bi rm ngham 205, 3275411, 9600, 14400, 9, 0, yourfile
65034, 1, 1, Bi r mi ngham 205, 3285719, 9600, 14400, 1, 0, nyfil e

3. Additional attributes

As described previously, it is likely that sonme I1SPs will require
addi ti onal phone nunber attributes or provider infornation beyond
that supported in the default phone book format. Attributes of
interest may vary between providers, or may arise as a result of the
i ntroduction of new technologies. As a result, the set of phone
nunber attributes is likely to evolve over tinme, and extensibility in
t he phone book format is highly desirable.

For exanple, in addition to the attributes provided in the default
phone book, the follow ng additional attributes have been requested
by custoners:

Mul ticast support flag

External /internal flag (to differentiate display between the
"internal"” or "other" l|ist box)

Priority (for control of presentation order)

Modem prot ocol capabilities (V.34, V.32bis, etc.)

| SDN protocol capabilities (V.110, V.120, etc.)

No password flag (for nunbers using tel ephone-based billing)

Provi der nane

4. Addition of information on providers

The default phone book does not provide a nechanismfor display of

i nformation on the individual |1SPs within the roam ng consortium
only for the consortiumas a whole. For exanple, the provider icons
(big and little) are included in the service profile. The service
description information is expected to contain the custoner support
nunber. However, this information cannot be provided on an

i ndi vi dual basis for each of the nenbers of a roami ng consortium
Addi tional information useful on a per-provider basis would include:

Provi der voi ce phone numnber

Provi der icon

Provi der fax phone nunber

Provi der custoner support phone nunber
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7.3. Phone nunber exchange

Currently phone nunber exchange is not supported by the phone book
server. As a result, in the MBN i npl enentation, phone nunber exchange
is handl ed manually. As new POPs cone online, the nunbers are
forwarded to MSN, which tests the nunbers and approves themfor
addition to the phone book server. Updated phone books are produced
and | oaded on the phone book server on a weekly basis.

7.4. Phone book conpilation

The Phone Book Manager tool was created in order to nmake it easier
for the access partners to create and update their phone books. It
supports addition, renoval, and editing of phone nunbers, generating
both a new phone book, as well as associated difference files.

Wth version 1 of the Phone Book Administration tool, phone books are
conpi |l ed manual Iy, and represent a concatenation of avail abl e nunbers
fromall partners, with no policy application. Wth version 1, the
updates are prepared by the partners and forwarded to MSN, which
tests the nunbers and approves themfor addition to the phone book.
The updates are then concatenated together to formthe gl obal update
file.

The new version of the Phone Book Admi nistration tool automates nuch
of the phone book conpil ation process, nmaking it possible for phone
book conpilation to be decentralized with each partner running their
own phone book server. Partners can then maintain and test their

i ndi vi dual phone books and post themon their own Phone Book Server.

7.5. Phone book update

There is a nechani smto downl oad phone book deltas, as well as to
downl oad arbitrary executabl es which can perform nore conpl ex update
processing. Digital signatures are only used on the downl oadi ng of
execut abl es, since only these represent a security threat - the
Connecti on Manager client does not check for digital signatures on
del tas because bogus deltas can’'t really